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Edge-Assisted Stream Scheduling Scheme for
the Green-Communication-Based IoT

Licheng Wang =, Yan Meng

Abstract—The consumer Internet of Things (IoT), which
exploits wireless personal area network (WPAN) technology, is
undergoing rapid growth. Although the consumer IoT enables
users to control many devices and offers conveniences and bene-
fits for daily life, its long-term operation capabilities are subject
to a bottleneck related to power management. To save energy and
prolong the lifetime of an IoT system, the basic idea is to allow
idle devices to go to sleep. Because excessively frequent switching
between the awake and asleep phases will consume a significant
amount of power, it is essential to properly schedule the order
of multiple communication streams among multiple devices such
that the total number of wake-up events is as small as possible.
Based on the typical communication protocols deployed in IoT
systems, this problem can be divided into two cases: 1) the inter-
superframe case and the 2) intrasuperframe case. The former
case has been well studied in existing works, whereas research
on the latter case is currently immature. In this paper, we propose
an efficient scheme for addressing the stream order scheduling
(SOS) problem in the intrasuperframe case. Mobile edge com-
puting technology is utilized in the proposed scheme to reduce
the network load, and three heuristic algorithms are proposed
to improve the scheme’s performance. We report various tests
conducted on 4800 random original IoT topologies and 19 000
random Hamiltonian edge-dual topologies, and the experimental
results demonstrate that our scheme achieves optimal solutions
with a very high success probability.

Index Terms—Edge computing, green Internet of Things (IoT),
stream order scheduling (SOS).

I. INTRODUCTION

HE consumer Internet of Things (IoT), as an emerging
technological paradigm, establishes connectivity between
the digital world and the physical world. It enables users to
intelligently interact with and control their smart devices, such
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as domestic appliances and portable medical devices, via vari-
ous wired and wireless communication protocols. In particular,
IoT technologies are widely deployed in the areas of intelligent
home networking [2]-[4], delay-tolerant networking [S]-[7],
energy-aware data collection systems [8], device-to-device
(D2D) communications [9]-[11], cellular networks [12], and
mobile ad hoc networks [13]-[16]. However, the massive vol-
ume of communication among the smart devices in an IoT
platform results in extremely high power consumption, which
has become a major bottleneck for IoT devices since the
devices in IoT platforms are typically powered by batteries and
thus have limited power resources. To solve this problem, the
green IoT concept has been proposed, which exploits various
energy-saving communication protocols to reduce the power
consumption of IoT devices.

At present, most wireless communication protocols (e.g.,
Wi-Fi, ZigBee, Z-Wave, and IEEE 802.15.3) utilized by
IoT platforms possess power management capabilities. These
protocols utilize time-division multiple access (TDMA) tech-
nology [17], meaning that in these protocols, time is divided
into multiple superframes (SFs). To prolong the lifetimes of
battery-powered devices, several power-saving modes (e.g.,
the device synchronized power save (DSPS) mode in IEEE
802.15.3 [18], [19]) have been defined in these protocols;
these modes allow participating devices to sleep for one or
more SFs to reduce their energy consumption. Thus, these
modes schedule devices from the infersuperframe perspec-
tive. However, there is also potential to further reduce devices’
power consumption within a given SF, although corresponding
intrasuperframe-based energy-saving technologies have not
yet been extensively studied.

In this paper, we propose a system for power management
from the intrasuperframe perspective based on mobile edge
computing. As shown in Fig. 1, within an SF, a single TDMA-
based channel time allocation (CTA) period, which is shared
by multiple streams among multiple devices, can be further
divided into multiple time slots called CTAs. In the proposed
system, to reduce the network load within an SF, an edge
device in the IoT platform is preselected as a coordinator.
Then, the selected edge device assigns a CTA for each stream
and announces the position and duration of each CTA through
a beacon at the beginning of the SF. Since each device knows
its CTA position in the current SF from this beacon, it can
go to sleep during phases when no CTAs are assigned for
its streams and wake up only during phases when CTAs are
assigned for its streams. As a result, the relative positioning
of the streams within a TDMA SF might have a significant
effect on the total number of wake-up events. Considering
that each transformation between the awake and asleep phases
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Fig. 1. Two scopes of scheduling: inter-superframe versus intra-superframe.

consumes a significant amount of power [20], the coordinator
should schedule the multiple streams within an SF such that
the total number of wake-up events is as small as possible.

With the introduction of an edge device as the coordinator,

the power management problem is transformed into a problem
of stream order scheduling (SOS) within an SF. However, the
traditional solutions [2], [17], [21]-[25] to the SOS problem
are not suitable in our scenario. These solutions treat the
SOS problem within an SF as a Hamilton path problem to
be solved over the corresponding edge-dual graph. However,
the hardness of the Hamilton problem prevents these solu-
tions from finding the optimal order of the streams. To solve
this problem, in this paper, we approach the problem from
two perspectives. On the one hand, we falsify the equiva-
lence between the optimal solution to the SOS problem in
the original topology and the existence of a Hamilton path
in the corresponding edge-dual topology (see Section II-C for
details). Instead, we find that an optimal solution to the SOS
problem can be derived from several partial Hamilton paths.
On the other hand, even if it is theoretically difficult to solve
the SOS problem by finding Hamilton paths, a nearly optimal
solution can be found in practice by resorting to certain heuris-
tic strategies. Based on the above considerations, in this paper,
we propose a heuristic algorithm for solving the SOS problem
within an SF.

The contributions of this paper are summarized as follows.

1) We propose a novel power management system for the
IoT from the intrasuperframe perspective. We propose
a mobile-edge-computing-based architecture to reduce
the network load and a heuristic algorithm to find the
optimal order of the streams within an SF.

2) Our heuristic algorithm is efficient in terms of time. We
theoretically demonstrate that for a given instance of
the SOS problem with m streams, the time complexity
is O(m?).

3) We report comprehensive simulations conducted for
4800 random original topologies and 19000 ran-
dom Hamiltonian edge-dual topologies to evaluate the
performance of the proposed system. The experimental
results show that our system finds the optimal solution
with a very high probability and that the system remains
stable as the numbers of devices and streams increase.
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To the best of our knowledge, this is the first mobile-edge-
computing-based system designed for power management
from the intrasuperframe perspective. The remainder of this
paper is organized as follows. In Section II, we introduce
some background on mobile edge computing and review the
definitions and models related to the SOS problem within an
SF. Section III presents the detailed design of our proposed
system, including the architecture and the heuristic algo-
rithm for solving the SOS problem, and presents an analysis
of the time complexity. The simulations are presented and
analyzed in Section IV. The limitations of our system are dis-
cussed in Section V. Finally, concluding remarks are given in
Section VI.

II. PRELIMINARIES AND RELATED WORK
A. Mobile Edge Computing

Mobile edge computing refers to technology that moves
computations to edge devices in a mobile network [26].
Compared with a traditional network in which computations
are performed in the cloud, edge computing has the following
advantages in our scenario. First, computing at the network
edges saves bandwidth resources since it is not necessary for
a massive number of devices to send messages to a cloud
server. Second, since the duration of a single SF is short, edge
computing can provide better real-time performance and thus
is suitable for the intrasuperframe scenario. Third, edge com-
puting is secure because it prevents data from being leaked
through an untrustworthy cloud server.

B. Stream Order Scheduling Problem Within SF

The multiple streams among multiple devices within a
TDMA-based SF can be modeled as an undirected graph
G = (V,E), where each node in V represents a device and
each edge in E represents a stream between two different
devices. A schedule for m = |E| streams can be viewed as
a permutation 7w € S,,. Given two streams e, e € E, let the
notation e; N e; denote the intersection of the nodes defining
e1 and e. Suppose that we have e; = {1, 3} and e; = {2, 3},
such that e;Ney = {3}. Then, the number of wake-up events for
each stream, denoted by w(ey(;)), with respect to the schedule
7 can be calculated as follows:

W(en@) = {2 i=1 (1)

2—lexiy Nexi—nl, 2=<i<m.
Naturally, the number of wake-up events for a schedule « is
the sum of the numbers of wake-up events for all m sched-
uled streams, that is, w(r) = > i~ w(ez(;)), and the objective
of the SOS problem is to find = € §,, such that w(r) is
minimized.

C. Traditional SOS Solutions

The stream scheduling problem is a topic that is, widely fol-
lowed but often new, considering that the optimizing objectives
and scenarios are various. In 2002, Stine and Veciana [21]
proposed an algorithm for dealing with the stream sched-
ule problem in a centrally controlled wireless data network.
But its performance is outperformed by the so-called MDS
algorithm due to Guo et al. [17] in 2005. At IS3C 2012,
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Fig. 2. Architecture of the proposed system.

Wang and Wen [2] conducted an experimental studied on
the performance of MDS algorithm from the perspectives
of wakeup times, device and stream scales, and stream
densities. The result demonstrates that MDS algorithm out-
performs the recommendations from LAN/MAN standards
committee [18], [19], therefore, MDS algorithm is regarded
as a good benchmark in studying SOS problem. In 2014,
they [22] also extended the MDS algorithm to multiaerial
wireless communication scenarios. From 2016 to 2017,
Gai et al. [27], [28] developed two energy-aware dynamic task
assignment schemes for green/cloud computing scenarios. In
2018, Chen et al. [23] proposed a real-time scheduling algo-
rithm using task duplication for minimizing both the comple-
tion time and monetary cost of processing big data workflows
in clouds. At ISCAS 2018, Chiang and Hsiao [24] proposed an
algorithm for scheduling layered video streaming over wireless
broadband networks. In 2019, Kim and Chung [25] proposed
a segment scheduler for efficient bandwidth utilization in
multipath environments.

Among these solutions, two typical strategies are always
adopted [2], [17], [22]. The first is to associate an optimal
solution of an SOS problem to finding an Eular path, and the
second is to finding a Hamiltonian Path on the edge-dual tolo-
goies.1 However, we find that both of these two strategies are
over-constrained: the existence of an Eular path on the orig-
inal topology or a Hamilton path on its edge-dual topology
is merely a sufficient but not necessary condition for deriv-
ing the optimal SOS solution. An instance for supporting this
observation was given in [1].

III. PROPOSED SCHEME
A. System Overview

In this section, we propose our mobile-edge-computing-
based power management system. Fig. 2 illustrates the
architecture of our system, which consists of two layers. In
the mobile edge computing layer, a mobile device is prese-
lected as the edge coordinator, which then interacts with the
other devices to perform power management within one SF. In
the second layer, the edge coordinator calculates the optimal

IGiven a graph G, its edge-dual graph G* is defined as follows: each edge
in G induces a node in G*, and whenever two edges in G are adjacent, they
induce an edge in G*.
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Device Qorage

Layer 2: Stream Order Scheduling

Network Topology

stream order among the devices. We will describe these layers
in detail in the following sections.

B. Mobile Edge Computing Layer

As shown in Fig. 2, the devices in an IoT system can
perform peer-to-peer communication or send/receive beacons
to/from the edge coordinator. In our proposed system, before
each SF starts, the devices that will be active in this SF send
beacons to the edge coordinator. Then, the edge coordinator
obtains the network topology, utilizes the SOS layer to calcu-
late the optimal SOS solution, and converts this solution into
a beacon for the SF (as illustrated in Fig. 1). Subsequently, the
edge coordinator broadcasts the beacon into the network, and
the devices perform the corresponding actions to communicate
while minimizing their power consumption.

C. Stream Order Scheduling Layer

1) Our Starting Point and Heuristic Strategy: Instead of
using the aforementioned two traditional strategies, we try to
associate the (near) optimal solutions of SOS problems to (par-
tial) Hamilton path problem on the edge-dual topology. In fact,
Guo et al. [17] once considered to model the SOS problem as
a Hamilton path problem. However, being aware of the NP-
hardness of the well-known Hamilton problem, they gave up
this strategy finally.

From a historical perspective regarding algorithm devel-
opment, it is evident that NP-hardness has never stymied
researchers’ efforts to find (nearly) optimal solutions to many
well-known NP-complete problems [29]. Instead, over the past
decades, many powerful algorithms have been proposed for
approximately or intelligently solving various NP-complete
problems, such as approximation algorithms for knapsack
problems [30], Steiner tree problems [31] and tree-like
network construction [32]; genetic algorithms and cuckoo
search algorithms for traveling salesman problems [33]-[36];
particle swarm algorithms for integer programming prob-
lems [37]; support vector machine algorithms for steganal-
ysis [38] and data regression [39]; and machine learning
algorithms for vehicle classification [40]. In fact, many appli-
cations have been successfully addressed based on the abil-
ity to solve the related NP-complete problems at moderate
scales [32], [38], [40]-[44].
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Fig. 3. Original topology G and its edge-dual topology G*. (a) Original
topology. (b) Edge-dual topology.

The aforementioned successful cases encourage us to
reconsider the effort that Guo et al. [17] once abandoned.
Specifically, our starting point is to try to obtain nearly optimal
solutions to SOS problems by using heuristic strategies. In
fact, we find that optimal SOS solutions can be easily derived
by piecing together disjoint partial Hamilton paths on the
edge-dual graph. For instance, for the original graph shown
in Fig. 3(a), the following two partial Hamilton paths can be
found on the edge-dual graph, as shown in Fig. 3(b):

€12 —> €3 —> €37 —> g7 €45 —> €34 —> e3g —> egg. (2)

By piecing these paths together, one can finally obtain the
optimal solution. Therefore, the remaining problem is how to
find such partial Hamilton paths efficiently.

Our heuristic strategy, called VDF for short, is based on

two intuitive conditions.

1) Whenever a node is visited, it is immediately dropped
so that it can never be revisited.

2) The remaining adjacent nodes that have fewer connec-
tions with others should be visited as soon as possible.

The VDF strategy is illustrated in a detailed, step-by-step

manner in Fig. 4. More explanations are given below.

1) Label each node of the original topology as 1,2,...,v
where v = |V/|. This leads to Fig. 4(a).

2) Label each node of the edge-dual topology as e;; where
the edge (i,j) € E belongs the original topology. This
leads to Fig. 4(b).

3) The optimal SOS solution, es5 — €34 — €3 —
€12 —> ex4 —> €] —> e6] —> €37 —> €47 —> e48 —>
ey —> e3g — ej78 —> egg, 1s obtained via the follow-
ing “visiting-and-dropping” process over the edge-dual
topology Fig. 4(b).

a) Find a node with fewer connections with oth-
ers (i.e., minimal degree) in Fig. 4(b). Since
deg(ess) = deg(erz) = deg(egg) = deg(eg7) = 4
and all of them reach the minimal degree, we pick
one of them, say es5, at random.

b) Among nodes adjacent to e45 in Fig. 4(b), find a
node with fewer connections with others. Since
deg(esy) = 7 < degleq7) = deg(ess) =
deg(ers) = 8, the node e34 is picked without
controversial.

¢) The node ess in Fig. 4(b) is visited and dropped,
leading to Fig. 4(c).

d) Among nodes adjacent to e34 in Fig. 4(c), find a
node with fewer connections with others. Since
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Fig. 4. Illustration of the VDF strategy. (a) Original. (b) Edge-dual. (c) After
visiting e45. (d) After visiting e34. (e) After visiting eo3. (f) After visiting e;.
(g) After visiting epq. (h) After visiting ep7. (i) After visiting eq7. (j) After
visiting e37. (k) After visiting e47. (1) After visiting e4g. (m) After visiting epg.
(n) After visiting e3g.

now deg(exs) = deg(es) = degles;) =
deg(e3g) = deg(es7) = deg(ess) = 7, the node
ep3 is picked at random.
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Fig. 5. Flowchart of the VDF algorithm.

e) The node e34 in Fig. 4(c) is visited and dropped,
leading to Fig. 4(d).

f) The above process is repeated, and the nodes
€23, €12, €24, €27, €67, €37, €47, €48, e are picked,
visited, and dropped one by one, leading to
Fig. 4(e)-(m), respectively. And before dropping
the node ejg, the node e3g is picked according to
the VDF strategy.

g) Among nodes adjacent to e3g in Fig. 4(m), find
a node with fewer connections with others. Since
now deg(e7g) = deg(egg) = 2, the node e7g is
picked at random.

h) The node e3g in Fig. 4(m) is visited and dropped,
leading to Fig. 4(n).

i) Among nodes adjacent to e7g in Fig. 4(n), there is
only one node egg unvisited. Thus, egy is picked
without controversial.

j) The node e7g in Fig. 4(n) is visited and dropped.

k) The node egg is visited and dropped. This is the
end of the VDF algorithm.

The simulations reported in Section IV suggest that the VDF
strategy works well for most random instances. In particular, if
the edge-dual topology contains a Hamilton path, the proposed
strategy tends to lead to an optimal SOS solution for the cor-
responding original topology with a very high probability (see
Section IV-B).

2) Compact Edge Representation and  Algorithm
Description: For convenience in associating nodes and
edges based on not only the original topology but also the
edge-dual topology, we adopt a compact edge representation
method to simplify our algorithmic descriptions. Given an
undirected graph G = (V, E), all nodes are first labeled with
|V| unique positive integers, i.e., V = {{1, ..., {;y|}. Then,
an M > max V is selected, and each edge (i, j) € E is labeled
with a positive integer A (i, j), where

A(i, j) & min{i, j} - M + max{i, j}. (3)

Moreover, the representation has the following inverse:

cos(Eleli

where |x| returns the greatest integer < x.

Based on the VDF strategy and the compact edge rep-
resentation introduced above, the flowchart of our heuristic
algorithm for solving the SOS problem is depicted in Fig. 5.

Theorem 1: The time complexity of the VDF algorithm is
quadratic in the number of streams. More precisely, for a given
SOS instance with m streams, the time complexity of the VDF
algorithm is O(m?).

Proof: A detailed analysis of the time complexity of the
VDF algorithm is presented in Appendix A. |
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Fig. 6.  SOS instance for which VDF outperforms MDS. (a) Original
topology. (b) Edge-dual topology.

Remark 1: Note that the proposed VDF algorithm is fun-
damentally different from Guo et al.’s MDS algorithm [17].
The MDS algorithm selects an edge in the original graph G
in each step such that both of the associated nodes have the
“minimum” degree. According to [17], this step is executed by
means of the following two substeps: first, all candidate nodes
with the minimum degree are found, and then, for each of
them, an adjacent node with the minimum degree is found. By
contrast, in each step of our algorithm, it is necessary to select
only one node with the minimum degree in the edge-dual
graph G*. Although it cannot be strictly proved that the VDF
algorithm outperforms MDS algorithm for all SOS instances,
it outperforms MDS in most typical cases. A good example
of an SOS instance in which our VDF algorithm outperforms
the MDS algorithm is shown in Fig. 6. In this instance, the
VDF algorithm will output a Hamilton path over the edge-dual
graph with a total of 15 wake-up events, while the MDS algo-
rithm will fall in reaching optimal SOS solutions and output a
scheduling sequence that requires 16 wake-up events in total.
The detailed execution of the MDS algorithm in this instance
is described in Appendix B.

IV. SIMULATIONS AND EVALUATIONS

Our simulations were organized into two groups. In the first
group of simulations, we tested the success probability and
run time for finding optimal SOS solutions for 4800 random
original topologies. In the second step, we tested the success
probability and run time for finding optimal SOS solutions
with different node numbers and edge densities. We simulate
our proposed system using Thinkpad X1 Carbon laptop with
Intel i5-4300U CPU and 8-GB RAM, and process data using
MATLAB.

A. Simulations for Original Topologies

We considered a number of devices varying from 5 to
10—the typical number of devices within an SF according
to the simulations presented in [2], [17], [22]—and a density
of streams varying from 0.2 to 0.9 (in increments of 0.1). For
each of the corresponding combinations of device number and
stream density, 100 random SOS instances were generated.
In other words, a total of 4800 random SOS instances were
generated, which could be divided into 48 distinct cases. For
each case, the success probability of our algorithm for reach-
ing optimal SOS solutions and the total run time over the 100
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random instances are depicted in Fig. 7. From Fig. 7(a), the
following results are obtained.

1) The higher the stream density is, the higher the proba-
bility of reaching an optimal SOS solution tends to be,
although one exceptional point is observed at a stream
density of 0.4 and device number of 5. In particular,
when the stream density is higher than 0.5, our algorithm
finds optimal SOS solutions in all cases with probability
over 95%.

2) However, there is no apparent relationship between
the number of devices and the probability of reaching
optimal SOS solutions.

From Fig. 7(b), the following results are obtained.

1) On the one hand, our algorithm is very efficient, as seen
from the fact that the total run time over 100 random
instances is no longer than 12 s.

2) On the other hand, except for the cases of 9 and
10 devices, the total run time increases approximately
linearly as the stream density increases.

B. Simulations for Edge-Dual Topologies

We then further tested our algorithm on various edge-dual
topologies. To test the success probability of our algorithm for
achieving (nearly) optimal SOS solutions, we first generated
random graphs such that we knew optimal solutions existed
and then tested whether our algorithm could find either those
solutions or other but equivalently good solutions. There are
two possible methods of doing so. The first is to generate ran-
dom Euler graphs and then compute their edge-dual graphs,
and the second is to directly generate random graphs that con-
tain at least one Hamilton path. For simplicity, we choose the
second method.

Given an edge density p € (0, 1) and a number of nodes n,
we can produce a random graph G = (V, E) with the required
properties via the following steps.

1) Let V={v,...,v,} and E = 0.

2) Sample a random permutation 7 € S, and assign a

random Hamilton path H = vy(1) - - Vz(n) accordingly.
That is, £ will be updated as follows:

E < EU{(vr@), Vai+n) : 1 <i<n—1}

3) Add other edges randomly into E with probability p.
That is, for each pair (i,j) (i,j = 1,...,n;i # j), if
neither (v;, v;) nor (vj, v;) is contained in E, then E will
be updated, with probability p, as follows:

E <~ EU{(vi,vj)}.

We at first performed new simulations for edge-dual topolo-
gies with a fixed edge density of p = 1/3. The results are
summarized in Table I and depicted in Fig. 8. It is evident
that these results are quite good. Among 1000 x 9 = 9000 ran-
dom instances, our algorithm reaches an optimal SOS solution
(i.e., a Hamilton path in the corresponding edge-dual topol-
ogy) in 8930 instances. That is, the average success probability
(ASP) is 99.22%. Fig. 8 also suggests that when the node
number is larger than 20, the success probability is almost to
100%. Besides, the total run time over 1000 random instances
is within 2 s and is nearly linear with respect to the num-
ber of nodes (i.e., the number of streams in the corresponding
original topology).
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Fig. 7. Simulations for original topologies. (a) ASP. (b) TRT.
TABLE I
SIMULATIONS ON 1000 RANDOM HAMILTONIAN GRAPHS WITH EDGE DENSITY p = 1/3
Node Number | Simu. Times  Succ. Times  Succ. Prob.  Total Running Time (s)
10 1000 930 93% 0.1090
20 1000 1000 100% 0.1998
30 1000 1000 100% 0.3108
40 1000 1000 100% 0.4467
50 1000 1000 100% 0.5805
60 1000 1000 100% 0.7346
70 1000 1000 100% 0.9091
80 1000 1000 100% 1.0977
90 1000 1000 100% 1.3012
1.7982 . . .
B e s Then, the total running time (TRT) and ASP of reaching
g : : : = optimal SOS solutions are collected in Tables II and III, and
§ 14386 F - RERI SR - 3:3 alSO depicted in Fig 9.
£ 12O & 1) The TRT over 100 random Hamiltonian instances is no
E 10789 - 5 more than 20 s. When edge density level is fixed, the
- 3 TRT increases, piecewise-linearly, with the increasing of
F . : : : ; ; § 3 scale of nodes. This result is consistent with the theory
E ' _ : ; : l result given by Theorem 1, where m? is just the scale
S 0359 & 2) The ASP of achieving optimal SOS solutions increases
S 01798} . with the increasing of edge density levels. In particular,
= 0 ] : ; : : : : , @ when edge density level is over 4, the ASP of our sim-
L YT UL ulation is near to 100%. This is reasonable considering
that the denser the edges, the less opportunity that the
Fig. 8. Simulations on random Hamiltonian graphs with small node scales VDF algorithm is caved into a locally non-Hamiltonian

and a fixed edge density p = 1/3.

Next, we conducted simulations for Hamiltonian edge-dual
topologies with even larger numbers of nodes and various edge
densities.

1) The node number n scales from 100 to 1000 by

step 100.

2) The edge-density d is divided into 10 levels, vary-
ing within the interval [(2/n),[2/4/n]) by step
(1/10)([2/n] — [2/+/n]). Here, the lower bound of edge
density (2/n) comes from the fact that to maintaining a
graph Hamiltonian, it needs at least n — 1 edges, leading
to that d > ([n — 1]/[n(n — 1)/2]) = (2/n). The upper
bound (2/4/n) comes from our intuition: when the edge
density exceeds this upper bound, our algorithm would
perform even well.

3) For each different choice on node number and edge-
density, we run the VDF algorithm for 100 randomly
generated Hamiltonian graphs.

path.

In summary, over a total of 19000 random Hamiltonian
edge-dual topologies, our algorithm reaches optimal SOS solu-
tions in 17 166 instances. That is, the ASP of finding optimal
SOS solutions for random Hamiltonian topologies is as high
as 90.34%.

V. LIMITATIONS
A. Counterexample of the VDF Strategy

However, there is no silver bullet with which to settle the
matter once and for all. A counterexample to the VDF strategy
is presented in Fig. 10. In this example, our strategy will output
the following three disjoint paths:

e1,10 —> €12 —> €27 —> €67 —> €611 5)
€512 —> €45 —> €48 —> €89 —> €913 (6)

and
€3 —> e34 —> €37 —> €33. @)

By piecing them together, we merely obtain a nearly optimal
solution with 17 wake-up events in total. However, we can
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TABLE I

TRT OVER 100 RANDOM INSTANCES (s)
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Node Edge Density Level
Number 1 2 3 4 5 6 7 8 9 10
100 0.1099 0.1122 0.1304 0.1329 0.1371 0.1370 0.1369 0.1419 0.1392 0.1408
200 0.2839 0.4004 0.4310 0.4336 0.4375 0.4408 0.4427 0.4480 0.4492 0.4511
300 0.5832 0.9003 0.8902 0.8939 0.9010 0.9064 0.9144 0.9162 0.9224 0.9340
400 1.1183 1.5798 1.5844 1.5891 1.6039 1.6132 1.6229 1.6738 1.6413 1.6551
500 1.8620 2.4815 2.5280 2.5156 2.5250 2.5336 2.5698 2.5877 2.5760 2.5857
600 3.1369 3.8458 3.8532 3.8614 3.8693 3.8798 3.8786 4.0420 3.9736 4.0245
700 5.0901 5.9389 5.9736 5.9809 6.0318 6.0341 6.0414 6.0380 6.1340 6.1247
800 8.1379 9.0690 9.1772 9.0876 9.1847 9.2031 9.2138 9.2775 9.3420 94171
900 10.7253  11.7548 11.8638 11.8387 11.8596 11.8966 11.9203 12.0177 11.9668  11.9929
1000 14.2106  15.2250 15.3299 15.2811 15.3306  15.3663  15.4328 153815 15.4820 15.5309
TABLE III
ASP OVER 100 RANDOM INSTANCES
Node Edge Density Level
Number I 2 3 4 5 6 7 8 9 10

100 0.0400 0.0300 0.4700 0.9400 | 1.0000 1.0000 1.0000 1.0000 1.0000  1.0000

200 0.0100  0.1100  0.9600  0.9900 | 1.0000 1.0000  1.0000 1.0000  1.0000  1.0000

300 0 0.3000 0.8700  0.9800 | 1.0000 1.0000 1.0000 1.0000 1.0000  1.0000

400 0 0.4400 0.9000 0.9700 | 1.0000 1.0000 1.0000 1.0000 1.0000  1.0000

500 0 0.5100 0.8400  1.0000 | 0.9900 1.0000 1.0000 1.0000  1.0000  1.0000

600 0 0.5400 0.8900  0.9800 | 1.0000 1.0000 1.0000 1.0000 1.0000  1.0000

700 0 0.5600  0.8800 0.9800 | 0.9900 0.9900 1.0000 1.0000 1.0000  1.0000

800 0 0.5300 0.8800  0.9800 | 0.9900 1.0000 1.0000 1.0000  1.0000  1.0000

900 0 0.5300 0.8600  0.9800 | 1.0000 1.0000 1.0000 1.0000 1.0000  1.0000

1000 0 0.5800 0.8900 0.9800 | 1.0000 1.0000 1.0000  1.0000 1.0000  1.0000

N
3

o

3

>

3

Total Running Time (sec)
o

3
8
8o

Node Number

Edge Density Level

verage Success Probability
s o 2o
[ Y
I I N —

0
1000

Node Number

Edge Density Level

(b)

Fig. 9. Simulations on random Hamiltonian graphs with large node scales and leveled edge densities. (a) TRT. (b) ASP

easily see that an optimal solution requiring only 16 wake-up
events can be obtained by piecing together the following two
disjoint paths:

(®)

€1,10 = €12 —> €23 —> €27 —> €37 —> €67 — €6,11
and
9

Remark 2: Note that this limitation is essential to our

method.

1) The intuition behind our proposal is to find a partial
but longest Hamiltonian path H by using the VDF strat-
egy in two directions—appending new unvisited nodes
at the tail and the head of H iteratively, and then
piecing H with a randomly arranged other unvisited
nodes. On one hand, our VDF strategy falls in find-
ing the following longer partial Hamiltionian path H':
€1,10 —> €12 — €23 —> €38 —> €89 —> €48 —> €45 —
e34 — e37 — €7 — €57 — €611 (With 13 times
device wake-up). On the other hand, even if there is

€512 —> €45 —> €34 —> €48 —> €38 —> €89 —> €9 13.

" / P
N,
\/ 17
N\ «:<J/,7
/ = \5\ o7
)0/] ) 6-11
(a) b)

Fig. 10. Counterexample to the VDF strategy. (a) Original topology. (b) Edge-
dual topology.

algorithm that can find H’, it is less helpful for find-
ing optimal SOS solutions toward this instance. In fact,
piecing H' with other unvisited nodes eg 13 and es |2
(with additional four times device wake-up) will lead to
a schedule with in total 17 times wake-up, which is not
optimal apparently.

2) It is well-known NP-hard to find a partial but longest
Hamiltonian path, so is to find optimal SOS solutions.
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Thus, we cannot hope to work out a heuristic algorithm
that solves all cases efficiently, unless P=NP happens.

3) The high success probability of our simulations
in Section IV suggests that this limitation is not
widespread.

B. Roubustness of the Proposed System

It is well known that the security of coordinator device
plays a key role in the SOS of IoT system. To enhance the
robustness of our system against attacks aiming at coordina-
tor, two potential countermeasures could be considered. The
first countermeasure is incorporating our proposed system into
customized IoT communication protocol, and implementing
the protocol in the firmware level of IoT device. In this case,
attacking coordinator needs to change the device’s hardware
design, while this strong requirement of physical proximity
in this attack make the threat less concern. The second coun-
termeasure is dynamic coordinator selection. In this case, the
system dynamically chooses some IoT devices as coordinators,
and monitors the SOS running state. When the SOS success
probabilities is decreasing, it could mean that some of the cur-
rent coordinators are suffering from attacks. Then, our system
will change the coordinator devices, try to find and disable the
malicious coordinator and alert the user.

VI. CONCLUSION

Let the involved idle devices go to sleep is a fundamen-
tal idea for enlarging the lifetime of an IoT system. But too
frequent switching between awake phase and asleep phase
will also consume significant amount of powers. Thus, it is
interesting to schedule the order of multiple communication
streams among multiple devices so that the total wake-up
times achieve as small as possible. In this paper, a heuris-
tic algorithm for SOS is developed based on some intuitive
insights on the edge dual graph. Then, based on simulations
toward 4800 random original topologies and 19000 random
Hamiltonian edge-dual topologies, we find that on one hand,
the denser the stream the higher the success probability of
reaching optimal SOS solutions. In particular, if the edge-
dual contains a Hamiltonian path, our algorithm can find the
optimal SOS solution with a very high success probability,
nearly 96%. Considering that some previous work was blocked
by the difficulty for finding Hamiltonian paths, our algorithm
performs considerably well. On the other hand, there in no
apparent relationship between the scale of device numbers and
the success probability of our algorithm reaching optimal SOS
solutions.

APPENDIX A
PROOF OF THEOREM 1

The VDF algorithm can be divided into three stages.

1) Building the edge-dual graph, from step LO to the
beginning of step L1.

2) Finding a (nearly) optimal solution (i.e., partial Hamilton
paths), from step L1 to the beginning of step L2.

3) Scheduling the remaining streams (if any), from step L2
to the end.

Suppose that |V*| = |E| = m and |E*| < |V* x V*| = m?

(since E* C V* x V*). It is easy to see that the complexities

IEEE INTERNET OF THINGS JOURNAL, VOL. 6, NO. 4, AUGUST 2019

of the first and third stages are bounded by O(m?) and O(m),
respectively.

For the second stage, the main task can also be divided into
three substeps.

(2.1) Iteratively select a candidate node from V*\ H that can
be appended to the tail of H (i.e., the light blue box on
the left) or inserted at the head of H (i.e., the light blue
box on the right).

Vertex visiting and dropping. This means to visit the
selected node in the substep (2.1), and after visiting, all
edges associated to this node should be dropped.

Edge recovering. This occurs only one time when the
substep (2.1) cannot find new candidate node while some
nodes have not been visited yet. So, we need to recover
edges that are dropped at the first time execution of the
substep (2.2) (i.e., these edges are associated to the head
node in the queue H).

Apparently, the time complexity of substep (2.3) is bounded
by maximal degree [« O(m) in general] of the edge-dual
graph since it executes only one-time. The total complexity of
substep (2.2) is exactly O(|V*|4|E*|) = O(m?) since neither a
node nor an edge can be dropped more than twice, considering
that some nodes and edges will be recovered in the substep
(2.3) for only one-time. Thus, the left thing is to count the
total number of comparisons for selecting the candidate nodes
in substep (2.1).

Suppose that the sequence of degrees in the edge-dual graph
G* = (V*,E") is {deg;}" . For choosing the first head node
of H, we need no more than m — 1 comparisons. In subsequent
iterations, for choosing the (i + 1)th node in the queue H, the
required number of comparisons is no more than deg;. Without
loss of generality, suppose that a node of degree deg; > 0 is
the final node selected for inclusion in H. Then, the total num-
ber of comparisons needed for seeking and piecing together
partial Hamilton paths in H is bounded by

(2.2)

(2.3)

m
(m—1)+ Y deg; = (m— 1) + 2|E*| — deg, < 2(m + |E*|)
i=2

where the first equality arises from the fact that > ;" | deg; =
2|E*|. By combining this with the fact |E*| < m?, we conclude
the theorem.

APPENDIX B
DETAILED EXECUTION OF THE MDS ALGORITHM

According to [2], [17], [22], the MDS algorithm proceeds

as follows.

1) For each edge e = (i, ) in the original topology, assign
a weight to that edge equal to the sum of the degrees of
its two ends, i.e., w, = deg; + deg;.

2) Suppose that the current visited edge is e. Then, select
the next edge e* in accordance with the following
optimization: e* = minynexpwer, Where e Ne £
indicates that ¢ and ¢’ are adjacent to each other.

Then, for the example of the SOS instance given in Fig. 6(a),

the sequence of (e/w,) (i.e., edges over weights) is as listed

6 6 7 7 7T 6 6

6 7 7 7 6 6 6
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Therefore, if the MDS algorithm happens to start from edge
e12, then it will output the following scheduling sequence, with
a total of 16 wake-up events:

where the symbol

€12 —> €15 —> €56 —> €67 —> €69 —> €79 —> €57 —> €59
T €34 —> €33 —> €48 —> €28 —> €23 —> €24

113 i)

--»" indicates that after visiting eso,

because there is no adjacent unvisited edge, the MDS algo-
rithm selects a new set of edges with the minimum weight
from among the remaining unvisited edges. As seen from the
scheduling sequence given above, the total number of wake-up
events is 16.
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